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This guide is intended for users that have upgraded to BackupAssist v6 from a previous version of BackupAssist.

A basic understanding of how to use BackupAssist is assumed. If you are new to BackupAssist we recommend

that you read the help file that comes with the software, as well as the Documentation section of our website. You

can also contact our support team at support@backupassist.com for further assistance.

New features in BackupAssist v6

Operating System &
Environment support

VSS application
backup

System State backup

Restore Console
improvements

Internet backup
improvements

Hyper-V backup and
restore improvements

TrueCrypt-compatible
encryption

Integrated mailbox
backups

Import/export settings

Zip Engine additions

Server 2008 R2 ready, Exchange 2010 ready and SQL 2008 R2 ready.

Back up Microsoft applications, such as Exchange Server, SQL Server, and
Hyper-V

Back up VSS-aware applications that use standard VSS backup methods.

Individual System State backup on Windows XP, 2003, Vista, 7, 2008 and
2008 R2 using File Replication, Zip or Windows Imaging (Server 2008 R2).

File and VSS application restore from any File Replication, Rsync, Zip or
Windows Image backup

System State restore from any File Replication or Zip backup

Exchange mailbox and public folder restore.

Fully ‘Cloud’ ready: back up to any Rsync cloud provider you choose,
including Amazon S3 Rsync, RSync.net, or your own Rsync Server.

Military-grade AES 256-bit encryption and file name obfuscation for backups
stored on any Rsync server

Exact file backups including NTFS security and attributes™.

Use the new Hyper-V Config Reporter tool to create a HTML report of your
Hyper-V Host setup and Guest VM settings

Export a Guest VM drive volume to a .vhd file so you can easily rebuild a
virtual machine
BackupAssist VM Granular Restore Console now works with NAS backups.

Enable TrueCrypt-compatible encryption on any backup destination when
using File Replication or NTBackupZ.

Add Exchange mailbox and public folder backups to any BackupAssist job.

Save your BackupAssist job and global settings to a file that can be imported
on any machine running BackupAssist v6.

Schedule full, differential, incremental, and copy backups.

! NTFS attributes will only be copied if the backup destination supports NTFS.

2 Excludes tape drive destinations


http://www.backupassist.com/education
mailto:support@backupassist.com
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VSS application backup (Exchange, SQL, SharePoint)

File Replication, Zip, Rsync and Windows Imaging

The Microsoft Volume Shadow Copy Service or VSS is a storage management framework designed for Windows
to create point-in-time copies or snapshots of drives where files are in use. In summary, VSS works as follows:

1. BackupAssist sends a request to VSS to perform a snapshot of the selected disk volumes

2. VSS communicates with running applications to complete existing transactions and halt new ones
3. VSS takes a snapshot of the selected drive volumes

4. Once complete, VSS communicates with running applications to resume normal operations

5. BackupAssist then backs up the snapshot created, where no open files are present

6. Once the backup of the snapshot completes, VSS removes the snapshot from the system.

In previous versions of BackupAssist, it was possible to back up locally running VSS applications, but it was a
manual process that required you to select the relevant files. BackupAssist v6 now includes fully integrated
support for local VSS application backup and restore, allowing you to select entire applications or individual
components (e.g. specific storage groups in Exchange Server or specific database in SQL Server) to back up.
Microsoft applications, such as Exchange Server, SQL Server, Sharepoint and Hyper-V are all fully supported as
well as any VSS-aware application that uses standard VSS restore methods.

f Overview | Local files ‘ | Local systemselections | | Remote files ‘ | Exclusions |

< Destination 1 Refresh (| Check selections [ Estimate size

& scheduling [ Local Disk (8:) Name
[0 Local Disk (C:) [

[*% Calendar (-] Mew volume (E:)

— =~ []#4 share Point Services
.| Files and folders B[] sBs-08-HVGUEST
i-[1(] sPsearch Content Index Catalog

9 Bxchange Servers =) Dl_‘_l Microsoft##55EE

& otifications --|:|L:_J SharePoint_Config_29c26fca-17b8-48c1-9704-b8599322bcho
-] Content Database ShareWebDb

4 Soipts 4[] sharePoint_AdminContent_d4e397f2-227a-48a0-2628-d25db6672ba
“~[ 1] Generic Database WS5_Search_WIN-EUGSOALO7PY

[# open files & [# =) Microsoft Exchange

=8 | (] Microsoft Exchange Server
£ (7] Microsoft Information Store
=-[A (] SBS-08-HVGUEST

L_]j Replication options

Mailbox Database™
cond Storage Group
Logs™

“- [ (] Public Folder Database™
=+ @ Sal Server

Please note: BackupAssist cannot be used to back up VSS applications running on remote machines.

System State backup

File Replication, Zip, and Windows Imaging®

With BackupAssist v6 you can schedule ‘System State only’ backups across all modern Windows operating
systems, or even back up the System State as part of a larger backup including files and applications, using File
Replication, Zip, or Windows Imagingg. A System State backup includes important Windows systems settings,
such as the Registry, and is crucial for system recovery.

2] I Program Files

[T (] Program Files (xas)

[ I ProgramData

] (I python2s

I Int %
L) F— I Bl i | r
[F] Backup local system state{Active directory, registry, system files etc.)

Select this option to backup the system state of the local machine, including the registry and active directories.
You cannot backup the sysiefl states of remote machines.

® Individual System State backup with Windows Imaging only on Server 2008 R2 where the destination is not rdx/REV or NAS.
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Restore files, applications, System State and mailboxes

BackupAssist Restore Console

File and folder restore from Windows Image backups

With the BackupAssist v6 Restore Console you can easily restore files from any Image backup either by
browsing its contents, or by using the 'free search' facility to find a specific file across all Image backup sets.

VSS application restore

Restore entire VSS applications or individual components from File Replication, Zip, Rsync or Imaging backups.

() BackupAssist Restore

BackupAssist Restore Console

4f Load backups 5 backups loaded (%) Clear

] Browse |2, File search

Selact a backup to browse:

Contents of file rep system state - 19/02/2010 22:00:00

[ﬁle rep system state v] 7 ..\}D:—?]mglf‘l,ik «©

D[_J] Program Files

-] ProgramData
February 2010 ¢ -] Users

Mon Tue Wed Thu Fri Sat  Sun BT Windows

=-& , Sql Server

-7 DAVID-WS

]
u_j master
J710"] model

19

System State restore

Load any File Replication or Zip backup, and browse its contents to restore the System State.

4 Loadbadaps 2 backups loaded @C‘hx

. .l Browse Tdf Fie search|

Selact a backup to browse: Contams of File Replication (System Stat¢
=" Local Disk (C:)
| Fie Repication (System State) = T om

Exchange mailbox and public folder restore

Easily restore Exchange mailboxes and public folders with the BackupAssist v6 Restore Console, specifying the
date range of the mail items to recover. You can restore either directly back into the Exchange Server or to an
alternate Exchange Server of your choosing.

[ Contents of Export RAM testing - 6/24/2 | Folder detalls

B9 Local Disk (Ci\ProgramDataigackupis Restare mail dated between:

Local Disk (C:ProgramDakaiBackups: 4f 1jz010 - @ 10 -

Lor | a0 @ s 8
Mame o Start date End date
V] _backupassist  backupassist 4j1{2010 &j23/2010
7] Zitive b 4112010 &/23f2010
¥ _¥aaron andrews aaron.andrews 41j2010 B/23/2010
[¥] 2 sdin sdmin 4142010 6/23j2010
[#] L smalimai sralimail 412000 &fZ3/2010
V] sty test sty 4142010 6/2Z3/2010
|| Ltesteomplsts  testcomplets 412010 6232010
V] “largemal largemail 4142010 B/23j2010
V] Lipete pebe 412010 &23/2010
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Fully ‘cloud’ ready Internet backups
BackupAssist for Rsync (Standalone or Add-on)

BackupAssist for Rsync now provides military grade encryption capabilities, making it fully cloud ready and
suitable for use with any data host. Data is encrypted at the Server using AES-256 bit encryption in an Rsync
friendly format. File names and directory names are also obscured so that data on the host cannot be read or
determine what the data is. Additionally, BackupAssist for Rsync can now be set to back up all NTFS data,
ensuring that your security settings can be restored.

Hyper-V backup and restore capabilities

The BackupAssist VM Granular Restore Console Add-on

The BackupAssist VM Granular Restore Console Add-on now includes the Hyper-V Config Reporter, which
automates the tasks of documenting your Hyper-V configuration settings. You can generate a HTML report of
your Hyper-V Host and Guest Virtual Machine settings, making it easy to recreate an existing VM on a new Host.

Hyper-¥ Client Configuration Report Désplay

PirtRepen | SaveRepot |  ClseReport |

:“ Hyper-V VM Configuration Report

HOST: TECHTEAMWYMZ

Wirtual Machine Name Operating System Snapshots
?qmlﬁﬂs 7 Windows T Enerprise I}
S aSanver 0812 nid 1
aindoners 7 x4 na 0

Export VHD files from a backup to a guest

Using the updated BackupAssist VM Granular Restore Console Add-on, you can export Guest VM drive volumes
to separate .vhd files so you can easily rebuild a virtual machine in the event of a major disaster scenario.

Restore from Image backups stored on a NAS

The BackupAssist VM Granular Restore Console now supports restoring from Image backups of the Hyper-V
Host stored on a NAS device.

TrueCrypt-compatible encryption
File Replication and NTBackup

BackupAssist v6 offers TrueCrypt-compatible encryption for File Replication and NTBackup jobs. With TrueCrypt-
compatible encryption a password encrypted file is created on your backup destination, which contains a virtual
encrypted volume that is used to store backups. Encryption occurs on the fly as BackupAssist copies data to the
encrypted volume. Anyone browsing the backup destination will only see a single TrueCrypt-compatible container
file, TrueCryptVolume.tc, so the contents of your backups will be safe from prying eyes:

o S
@vv\ » Computer » Local Disk (D:) » Backups -]*7 | Search Bockug »p
Organize v Include in library v Share with v Bum New folder =7 1 ®&
& Local Disk (C:) A Name 2 Date modified Type Size
a Local Disk (D:)

_ TrueCryptVolume.tc 2010 10:01 TC File 5,242,330 KB
SRECYCLEBIN |

5
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You can retrieve data from a TrueCrypt-compatible volume using the BackupAssist Restore Console.

Integrated mailbox backups
File Replication, NTBackup, Zip, Windows Imaging and Rsync

With BackupAssist v6 you can embed Exchange Mailbox and Public Folder backups to PST"in all BackupAssist
jobs via the 'Exchange Servers' tab. Mailbox and Public Folder backups are executed as part of a backup run,
and included in your main file selections, which are written to your backup destination in the specified format.

Job settings File Replication to External HDD - Exchange selections

_j’ Qverview A Exchange Server selection

<23 Destination
% Scheduling

(7% Calendar

Select or add Exchange Servers for backup:
A SYROBRZEX10

[+ Backup individual mailboxes
L Files and Folders

All mailboxes are being backed up
J EralizmER SRS Il mailboxes are being backed up

&J Mokifications

4 Scripks

[ Open files

£ Replication options [ Select mailboxes to backup...

¥ Backup public Folders

Import and export BackupAssist settings

BackupAssist v6 allows you to export your settings to a file that can be imported back to any BackupAssist v6
installation. This means you can keep a copy of a working configuration that you can return to at a later time, or
migrate your setup to a different machine running BackupAssist v6.

FQ Settings importer (T
@ BackupAssist

Import BackupAssist settings

If you have previously saved your BackupAssist settings, you can use this tool to import the
settings onto this machine.

Fleaze note that the current settings, job history and reports on this machine will be deleted if
you proceed with the import.

Where areyour saved BackupAssist settings?

D:\BA_Settings_FILESVR.3.zip Browse...

Import BackupAssist settings Begin import

Check settings version

Full, differential, incremental and copy backups with the Zip Engine

Zip jobs can now be configured to run full, incremental, differential and copy backups. When a Zip job runs
BackupAssist checks each file and takes the appropriate action according to the type of backup scheduled.

Zip to Local Folder - Schedule settings

5 Overview The scheme for this job is: & Full plus incrementa

of Customize schedule... | 5ed

P Destination

[Crstects |

(™% Calendar

2  Scheduling options

Perform daily
backups on:

| Manday
¥| Tuesday

4 Requires the BackupAssist Exchange Mailbox Add-on

6
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This new capability is available for all Zip hardware destinations, including tape drives®. You can also restore
from a differential, incremental or copy Zip backup using the BackupAssist Restore Console. Each incremental,
differential or copy backup is automatically linked to the previous incremental or full backup, which means that
each backup you browse will have a full list of files that can be selected for restore. If you select a file not
contained in the active backup set, you will be automatically prompted for the location of the correct backup.

Using the new features in BackupAssist v6

VSS application backup and restore

Backing up VSS applications

1. Launch BackupAssist and either edit an existing File Replication, Zip, or Windows Imaging job by
selecting Edit from the top menu and choosing the appropriate job, or create a new File Replication, Zip
or Windows Imaging job by going to File > New backup job.

2. If you are creating a new job, select the VSS applications that you want to backup during the Files and
folders step.

Note: locally installed VSS applications will be automatically detected and listed for selection. In some
cases only applications that are currently running will be detected. If an application is not listed in the
Files and folders tab, try re-starting it and then click the Refresh button in BackupAssist.

Imaging jobs (Server 2008 and REV / rdx drive jobs on Server 2008 R2)

For Imaging jobs running on Windows Server 2008 or jobs backing up to a REV or rdx drive on
Windows Server 2008 R2, VSS applications are backed up as part of a full volume snapshot. Volumes
containing a VSS application that you want to back up must be selected in the Volumes tab. If you
choose a VSS application to back up, the volumes that must be selected will be listed in red. Click the
Select required volumes button if a required volume is not in your selections.

ﬁ What do you want to backup? @
- Select the volumes you wish o backup :
© Backup type ‘ Yalumes | ‘ Applications | @
(& Refresh | Check selections “Key
O/ Choose destination e PR R g hame | Type | Size
3 salserver - CtY (] Microsoft Exchange...
© choose schedule B[ Microsoft Exchange - C:Y
= “| Microsoft Exchange Server - C:y
© Setup destinati “1 Microsoft Information Store
e (] DEv-5BS2008
First Storage Group
@ Files and folders Second Storage Group
4| | »
Selected applications wil be notified befare each backup, making them easier to restore.
@ Name y The walumes containing each application must stil be incuded on the 'Wolumes' kab or by clicking 'Select required
volumes',
Leawe an application unselected i you're not backing up its required wolumes, ar if you don't wank its backup status
updated.
Required valumes: |
Select required wolumes

File Replication, Zip and Imagingsjobs
You can select either entire VSS applications to back up or drill down and choose individual
components:

® Requires the BackupAssist Zip-To-Tape Add-on.
6 Imaging jobs running on Windows Server 2008 R2 only (excludes jobs backing up to REV / rdx drives)
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© Backup type (2 Refresh ] Check selections ' Add network path [ Estimate size o Key
[0'% sBs08-System (C:) Name | Type | see| |
[ Data (E:) I master
O% esataz (s 1 model
O scratchis:) U msdb
I:I\\: InternalBackups (2:) (] sharePaint_Config_...
a 2 Isos o gershiin (] SharePoint_adminC...
; 54 Share Paink Services 1 WS5_Search_WiN-...
E-E J 5q Server (] wss_Centent

Files and folders i =-B ¢ pev-sBs2008 i
. L =Ed = [NET:)

SR = [}
o 1) sharetwebDb

© choose destination

© Choose schedule

© Setup destination

SOFT##55EE
) master
A model
A msch
1] sharePaink_Config_29
1] SharePaink_AdminConl
(] WSS _Search_WIN-EUC
W35 _Content
] susoe
~[A ] sharewebbb
B3 Microsoft Exchangs

[ ¢ Microsoft Exchange Server

< | M | 2

If you are editing an existing job navigate to Volume selection from the left menu for a Windows
Imaging job and Files and folders from the left menu for a Zip or File Replication job.

Note: if you have selected VSS applications for backup in the Files and folders tab we recommend
disabling the Enable VSS writers option in the Open files tab. If the VSS writers option is enabled it
will cause VSS to contact all applications before and after a backup, which can be slow and may
cause the VSS application to register that a backup has been completed when it has not.

oo

J Bxchange Servers VS5 applications will be natified and will participate inthe backup. Ifthe files belonging to these applications are
. L L v will be written in a consistent state.
o Motifications
L [C]Enable 55 writers
op Scripts
& Select VS5 backup mode
| D Open files | ) Full W55 applications will record a full backup. e.g. Bxchange logs will be pruned
@ Replication options @ Copy WSS applications will treat this as a 'copy’backup. e.q. Exchange logs will not be pruned

Restoring VSS applications

1.

2.

6.

In BackupAssist, Click Restore in the top navigation bar and choose BackupAssist Restore Console.

Click Load all known backups to load all backup catalogues located in the BackupAssist settings
folder. Alternatively, use the Browse option to locate the backup set from which you want to restore.

Choose the job that corresponds to the backup from which you want to restore a VSS application.
Use the calendar to select the date of the backup from which you want to restore.

Use the middle pane to expand the loaded backup set and select the application(s) you want to restore.

J Browse | 2, File search

Contents of file rep system state - 19/02/2010 22:00:00 Folder details
Select 2 backup to browse:
[ = ] -] Local Disk (=) Name
e rep system s D‘] Boot “:] f—
{711 Program Files Clmodel
DL‘J ProgramData 7 ',] odb
February 2010 EI¢] users Clms

D{_‘,] Windows
3 sal Server

Mon Tue Wed Thu Fri  5at Sun

19

Click the Restore to button located on the bottom right and follow the remaining prompts.

How the VSS application restore works
VSS supports live application restore. This means that you do not need to stop a running application
before recovering a previous version of it from a backup.

If any Windows services need to be stopped and restarted during an application restore this will
happen automatically. If, for example, you are recovering an SQL Server and the SQL database being
restored is in use, SQL Server will automatically deny access to the database until the restore is
complete. Databases that are not part of the restore will not be affected unless the master database

8
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is being restored. If the master database is being restored, the entire SQL service will be stopped
and restarted after the restore has completed.

Similarly, during restore of an Exchange database, the Exchange Server will prevent client access to
that database. So while we recommend that you notify users to stop using any applications before
starting a VSS application restore, the restore process will not be affected if the applications is in use.

System State backup and restore

A System State backup includes any installed device drivers and related files, as well as most of the Windows
directory. System State backups for Vista and Server 2008 are usually between 7GB and 15 GB when using
compression via the Zip Engine. For XP and Server 2003, System State backups are generally much smaller:
approximately 200MB to 300 MB.

Many files in the Windows directory have multiple hard links. If you are using the File Replication Engine only a
single copy of each unique file will be stored on your backup destination. This data does not need to be backed
up on subsequent backup runs, which reduces backup times and saves storage space on your destination. The
Zip Engine does not currently support hard linking, and so will store these files multiple times on your backup
destination. To back up the System State use File Replication, Zip or Imaging:

1. Launch BackupAssist and either edit an existing File Replication, Zip or Imaging job by selecting Edit
from the top menu and choosing an appropriate job, or create a new File Replication, Zip or Imaging job
by going to File > New backup job.

2. If you are creating a new job then check the Backup local system state option during the Files and
Folders step of the Job Creation Wizard:

T FRITOOS

T T T T T T A pTaTeT

2
(ﬂ Microsoft Games
(ﬂ Microsoft Office
(ﬂ Microsoft Visual Stu...
(ﬂ Microsoft Visual Stu...

m

I msBuid
() System Volume Information (IReference Assemblies
@ Name your backup a USE: & TortoisesvN
(j i i A uninstall Information
- |_[:.J T;?r:;;,) ¢ windows Defender
BT LEE:\ D::k(P-I) A windows Journal
[-[7'# Goldmine on bernstein (1:Y) € windows Mai

(.g\'\dindows Media Player

71 7 induws MT
4 I

#-{'® diagnostics on gershwin (V)

< 11 | r ]

Backup local system state (Active directory, registry, system files etc.)
Select this option to backup the system state of the local machine, including fhe regist]
‘You cannot backup the system states of remote machines.

3. If you are editing an existing job select Files and folders from the left menu, click the Local system
selections tab, and then enable the Backup local system state option.
() sockupsist 50001
File  Edit View Settings Jobsettings Quickactions Help
g' Monitor . Reports ‘ Events [ Restore .(a Setting

W Image to Local Folder § Offsite to Rsync Server " Zip to External HDI|

Job settings File Replication Job - Files and directories

A Overview ‘ Local files | Local systemselections | Remote files || Exclusions

(; Destination

Backup local system state

Scheduli
(E cheduling Select this option to backup the system state of the local machine, induding the
! registry and active directories. You cannot backup the system states of remote
(" calendar .
| machines.
| Files and folders

! Imaging jobs running on Windows Server 2008 R2 only (excludes jobs backing up to REV / rdx drives)
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Restoring the System State

Note: you cannot restore the System State from an Image backup using the BackupAssist Restore Console.
You must use the built-in Windows tool, wbadmin. Visit wbadmin.info for instructions.

1. In BackupAssist, Click Restore in the top navigation bar and choose BackupAssist Restore Console.

2. Click Load all known backups to load all backup catalogues located in the BackupAssist settings
folder. Alternatively, use the Browse option to locate the backup set from which you want to restore.

3. Choose the job that corresponds to the backup from which you want to restore the System State:

BackupAssist Restore Console

4 Load backups 2 backups loaded (%) Clear

] Browse | 2, File search

Select a backup to browse:

|File Replication (system State) -]

4. Use the calendar to select the date of the backup from which you wish to restore.

February 2010
Mon Tue Wed Thu Fri Sat  Sun

0 11 12 13 14
15 16 B 19 20 2

2 23

Note: dates for which backups are available are marked in bold on the calendar.

5. Use the middle pane to expand the loaded backup set and select the System State to restore.

=
@, Backupdissist Restore
i — . N

BackupAssist Restore Console

4 Load backups 2 backups loaded  (¥) Clear

¢ Browse | 3, Fie search

Select a backup to browse:
|File Replication (System State)

Contents of File Replication (System State
] -] Local Disk {C:)

85

Note: files located on the Windows system drive (C: drive in the example above) may be available for
restore, even though only the System State was selected for backup. These files are associated with
the System State. If you choose to restore individual files from this list and not the System State, the
System State will not be restored, and the files themselves may not restore correctly. If you choose to
restore these files together with the System State, the System State option will override selections
where there is an overlap. If you want to perform a full restore and are unsure which files are included
in the System State we recommend selecting both the System State and all other files listed.

6. Once you have made your selections click the Restore to button on the bottom right of the window.


http://wbadmin.info/articles/howto-systemstate-restore-from-image.html

7.

8.
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The restore confirmation screen will then load:

You are about to restore the folowing files and folders [ BackupAssisT
From backup location Restore to Progress
D:\backup TTIMWILLIS-PC\Wednesday'C (=53}
Backup location: Restore to: Restore options:
[The original backup location - [Their original location V] [Dverwrit& existing files A
Restore NTFS security attributes

You can choose to restore the System State either to its original location or to an alternate location of
your choosing. If you select an alternate location click [...] to set an alternate restore path.

Once you have selected where to restore the System State to, click OK to perform the restore.

Note: if you are restoring the System State to a machine that hosts Directory Services, you will be
prompted to reboot into the Directory Services Restore Mode.

Note: During a System State restore the necessary files are copied to a temporary directory and then
moved to their correct location after a reboot of the machine. Before the restore starts, the Restore
Console will take a VSS snapshot of the volumes to be restored. This allows the user to manually roll
back to a pre-restore state, if necessary, using Windows' previous versions feature.

Exchange mailbox and public folder restore

Use the BackupAssist Restore Console to restore Exchange mailboxes and public folders from PST backups.

1.

2.

In BackupAssist, Click Restore in the top navigation bar and choose BackupAssist Restore Console.

Click Load all known backups to load all backup catalogues located in the BackupAssist settings
folder. Alternatively, use the Browse option to locate the backup set from which you want to restore.

Choose the job that corresponds to the backup from which you want to restore mailboxes:

4 Loadbadps 2 backups loaded

-« Browse | & Fia saarch

Salect 3 backup to browse:

'Eﬁmam -

FileR epBadan? |
Tay 200

Use the calendar to select the date of the backup from which you wish to restore.

If any mailbox or public folder backups are included within the loaded backup set, named Exchange
Server(s) will appear in the middle pane. If you select an Exchange Server from the tree a list of
mailboxes available for restore will appear in the right-most pane. From here you can choose which
mailboxes to restore, as well as the date range of the mail items that you want to recover (for example
you might want to retrieve all of jan.doe's mail data from July 2010).

[ Cantents of Export RAM testing - 6/24/21 | Folder detals
\Backupse| | Restore mall dated between:
halBackuph: 4 12010 O~ and  gjesfzoi0 D=

-4 | Local Disk (C:\Program
|1 Local Dis F

Mare o] Start date End diate

[¥] Cbackupassist  badkupassist 4/1/2010 61232010
] blue bue 4f1j2010 61232010
¥ L aaran andrews  azvon.andrews 412010 £/232010
il = admin admin 4/1/2010 6132010

|¥] o srnainail srvalimail 4/1j2010 B/Z3[2010
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Please note: mailboxes must be restored separately to other data. If you need to restore files,
applications or the System State, you will need to complete this as a separate restore task.

6. Once you have made your selections click the Restore to button to be taken to the confirmation screen.

From backup locstion Restors Eo Frogress
b (b)) o TESTINGSESE - 1 pst flaz) bhus (blus} on TESTINGSHSOE
s besst sty on TESTINGSESCES - | pet file(s) st best (stu) on TESTINGSES08
backupassist (backupassist) on TESTINGSES0E - | pat File{s) bachasparsist (backaspassst) on TESTINGSESOS
aderiny {adrrin) of TESTINGSES0S - 1 pet Flels) iy {sdran) on TESTINGSES0S
Bachup kocation: Restones ko Restore ogtions:
The crignial backup locstion - Origrial location: -
[ o jgshom ]

7. In the middle drop-down menu choose where you want to restore your mailbox and public folders to:

1. Original location: mailboxes will be copied directly back into the Exchange Server from which
they were originally exported.

2. Alternate server: the mailboxes selected for restore will be copied to an alternate Exchange
Server of your choosing. Click the Select button to choose an alternate server. If no Exchange
Servers are detected, click the Select button to locate one.

3. Alternate path: mailboxes will be restored as separate PST files to a single folder. You can have
all your mailbox PST backups. You can then open up any of the PST files extracted with Outlook
and drag-and-drop the required mail items back to a the user's live mailbox. This option is useful
if your PST backups are distributed across multiple folders (e.g. you used a grouping period or
modified your mailbox backup directory between backup runs).

If you choose to restore your mailboxes to either their original location or an alternate server, you can
click the Configure restore button located under 'Restore options' to change how mailboxes are
restored. Here you can individually specify which mailbox each PST mailbox backup should overwrite in
your Exchange Server. This is useful if an Exchange Server mailbox has been renamed since being
backed up, or if you want to overwrite one mailbox with another.

8. Click OK to perform the restore.

‘Cloud’ ready Internet backup features

Requires BackupAssist for Rsync®
Enabling AES-256 encryption

With encryption enabled, data stored on the Rsync backup destination will be automatically compressed and
encrypted with AES-256 bit encryption. File names are also obfuscated on the data host. To enable encryption:

1. Select Edit from the top file menu and choose an appropriate Rsync backup job.

2. Click Rsync options on the left menu and check Encrypt the backup and enter your password and
confirm it in the available fields.

8 BackupAssist for Rsync can be purchased as an add-on or as a standalone product.
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_-’ Exchange Servers Encryption
This option applies 256 bit AES encryption to the backup.

Encrypt the backup

4 Scripts Enter password:  sesssssss

4o Notifications

[l Open files Confirm password: | **ssssss il

Forgotten passwords areimpossible to retrieve.
1# Rsyncoptions '

Backing up NTFS metadata

With the NTFS metadata option enabled, NTFS streams, such as alternate data streams and security data will
be saved to a separate file on the Rsync backup destination and then added back to the file as part of the restore
process when data is restored using the BackupAssist Restore Console.

1. Select Edit from the top file menu and choose an appropriate Rsync backup job.

2. Click Rsync options on the left menu and check Back up NTFS metadata.

|iﬁ = = Forgotten passwords are IMpossIDIe Lo Tetneve.
yncoptions |

NTFS metadata:

If this optionis selected, NTFS metadata such as security data (ACLs, etc) and alternate data streams will
be backed up ina separate file in a sub-folder called ".nt_streams" on the destination. The metadata can
then optionally be added back to the file when restering.

Back up NTFS metadata

Hyper-V backup and restore capabilities

The Hyper-V Config Reporter

The BackupAssist Hyper-V Config Reporter creates a HTML report of the configuration settings for each Hyper-V
Guest VM, and the Hyper-V Host settings. To use the Hyper-V Config Reporter:

1. Run the Hyper-V Config Reporter from the Windows Start Menu (Start > Programs > BackupAssist v6
> Hyper-V Config Reporter) on the Hyper-V Host machine.

o Alternatively, run Hyper-V Config Reporter.exe from the HyperVConfigReporter folder located
in the BackupAssist installation directory (e.g. C:\Program Files (x86)\BackupAssist v6).

2. The Hyper-V Config Reporter will display a list of Guests VMs that are configured on the Hyper-V Host.

IF Hyper-¥ Config Reparter !Flﬂ
Fie:

el Wil Mpcheres

wiradoes bl T

Serend (B2

Wik T ol

Sierven el FREINEENLTWN_1-

SteremnTast Mo G051

Fasdods 11

Sorem I R Duticoch

o | ] e e |

3. Either select individual Guest VMs from the list and click Generate Report for Selected Servers, or, to
include settings for all the Guest VMs configured on the Host, click Generate Report for All Servers.

o [Optional] Check Include Host Security Report if you want the report generated to include
security and access settings that have been configured on the actual Hyper-V Host .

4. A HTML report will then be created and displayed in a new window.
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¥ Hyper-¥ Chent Conliguration Report Display

= %

:‘l Hyper-V VM Configuration Report

HOST: TECHTEAMVM2

Virtual Machine Name Operating System Snapshots
Taindows test 7 Windows T Enterprise 4
paServer 0812 nia 2
Taiindaws 7 w64 na o

At the top of the report is a list of all the Guest VMs selected. If you click the Virtual Machine Name link
of any Guest VM you will be taken to a list of settings for the latest running configuration for that VM.

Below this is an additional list of each VM along with its associated snapshots. You can click the link for
any snapshot to view settings for that snapshot.

LA TECHTEARM SERVERLLE. TSHOO TR na B
CuStinaen's Test WM configuration na 0
Windows 7

B3 Windows T - (B042010 - 2:02:20 PH)
B3 Windows T - (BO4R010- 25031 PM)
:‘# Windows 7 - (042000 10:45 06 AM)
B4 Windows 7- (1 200402010 - 25728 PM) b uninstall outiok

# Latest mnaing configuration
Server 08 r2

i Server 08 r2 - [TO42000 - 9:59:00 AM)
ia Server 0B r2 - {1 2042010 - 11200054 AW

¥ Latesi nunning configuration

Windows T x64

P Latest runining corfiguealion

Each VM included in the report contains a full list of the VM settings for the latest running configuration
at the top, and then a list of any additional snapshots underneath, in date order.

Windows 7 - Latest running configuration 4
Mamary. 2048
BIOS settings
Humiock false
Boat erdes 1. CD
2 IDE
3 Legaty Nebwark adagher
4. Floppy
Processor settings
Humber of logical processors 1

Rezource Control

Virtual machine resone (%) 0
Wirlual machine limit (%) 100
Rielatine woight 100

Processor Functionality

Lirmit processor fynclion sy, Falge
IDE Controllers

IDE Controller 0
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Windows 7 - (6/04/2010 - 2:08:20 PM) - SNAPSHOT Level 1 *

Moy 2048

EIDS settings

Humlotk falge

Bool arder 1, CD
2. DE
3. Ledacy Netwolk sdapber
4, Floppy

Processor setiings
Mumbser of Ipgical processors 1

Resouwce Contril

8. The Host Security Report will be located at the very bottom of the overall report:

Host Security Configuration - InitialStore.xml

Hyper-V Services

Role Definitions

Role Definition - Administrater

General Settings

Mame Adrninisirator

Description

Operation Definitions

Baad Sorsrs Condonration. Sutharizes rosdng eonfimeration of the Uiyl daeine W snso s et

9. You can use the buttons at the top of the Hyper-V Config Reporter window to print a copy of the report,
save it to a HTML file that can be opened with a web browser, or close the report window.

B Hypei -V Chieinh Coaliginr alion Repoit Diplay

Export VHD files from a Hyper-V host backup

You can use the BackupAssist VM Granular Restore Console to export a Guest VM drive volume to a .vhd file so
you can easily rebuild a virtual machine in the event of a major disaster scenario:

1. Click Restore in the top navigation bar and then click Hyper-V Granular Restore.

2. BackupAssist will attempt to detect and list Hyper-V backups located on local drives. Each Hyper-V
backup will display a list of Guest VMs that are available for restore under the Available guests column.

£ BackuphAssist - Hyper-V Granular Restare [ =101 =
L Select a backup step 1 of 2 )

Locate your backup

7 Select a local drive G: =

" Speofy & nebwork path |

Select 3 backup from G:

Maching raeme Time: | Avadable

S05/200901:59 AM SRS 2008 on HP-HYPERV-HOST, Server 2008 Standard on
HPHTPERN #05T S/05/2009 01:04AM 58S 2008 m{{mvmﬂ, Server 2008 Standard on
HPHTFERY-HOST S092009 11:26 AM 58S 2008 on HP-HYPERV-HOSET, Server 2008 Sndand on
HP-HTPERY-HOST SN05/2009 12:01 AM SRS 2008 on HP-HYPERV-HCST, Server 2008 Standard on

S PER Y S4ET RG0S 15000 Bl SRS S0A nn MSREER ST Server 3008 Standaed on
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o If no backups are listed, either connect your backup device to the machine (e.g. external USB
HDD) and click Refresh, or browse to a network path where Hyper-V Image backups are
located by selecting the Specify a network path radio button and clicking Browse.

3. Select a backup set to restore from and click Next.

4. Set the drop-down menu in the bottom right corner to Export selected volumes as vhd files:

E::-::|:u:|rt selected volumes as vhd files EI
| E] Set

Back ][ Finish ][ Cancel ]

5. Use the Mount drives from Hyper-V guest drop-down menu to select a Guest machine on the Host to
restore from. A list of volumes associated with the Guest that can be restored from will appear below.

6. Check the drive letters you would like to export as separate vhd files.

7. Set the location that you would like to export the vhd files to in the field location in the bottom right hand
corner of the window and then click Finish to export the selected volumes.

Enabling TrueCrypt-compatible encryption

TrueCrypt-compatible encryption can only be enabled on File Replication and NTBackup jobs. To enable
TrueCrypt-compatible encryption on an existing job you will need to use the "Select new destination..." button at
the top of the destination settings window for the job. To create a job with TrueCrypt-compatible encryption:

1. Goto File > New backup job from the file menu.
2. Choose File Replication or NTBackup as your backup method.

3. Choose your backup destination and check the Encrypt backup with TrueCrypt-compatible
encryption option located at the bottom-left corner of the window:

] Where do you want your backup?
P Select your backup destination

> S

External hard RDX drive
drive
USE, Firewire, eSata and Removable hard drive
other external hard disks cartridges such as
Quikstor or RD1000

Local Netwark
directory location

Directory on a local hard A network share,
drive including Windows
Shares and NAS

[ Encrypt backup with TrueCrypt-compatible encryption

4. Click Next to download and install the TrueCrypt-compatible software if it is not already available.

You will need to agree to the End User Licensing Agreement to complete the installation. The
encryption software is designed to run without it needing to be fully installed (for example, it can run
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from a USB flash drive). We recommend that you do not install another version of TrueCrypt on the
same machine as it may interfere with the encryption software that BackupAssist uses.

Choose a schedule and click Next.

During the Setup destination step you will be asked to supply a password for your TrueCrypt-
compatible container file. We recommend using a strong password containing a combinations of letters,
numbers and punctuation symbols.

Backup directory:

D:\Backups E] Insert variable. ..

eg.D:\Backups\Daily}

settings for TrueCrypt-compatible encryption:

Password: Ty

Confirm password: sssssssss

Wolume size (GB): 100.0 = [¥f] Useall available space

Specify the size of the encrypted container file used to store your backup sets.

BackupAssist will create a dynamically sized encrypted container file that will grow as new backups
are added to it up to the maximum size you specify.

If you enable the "Use all available space" option, the maximum size of the container file will be
equal to the amount of space available on the drive you are backing up to. If you enable this option
we recommend that the backup directory be located on a drive dedicated to backups; otherwise the
container file may not be able to grow to the maximum size specified when it was created.

If you selected the Most recent full as your schedule type, you can specify how disk space will be
managed on the TrueCrypt-compatible volume. We recommend choosing the Use all available space
option, which will automatically delete old backups as the disk space used approaches the maximum
size of the TrueCrypt-compatible container file.

Complete the remaining steps to create your backup job. When your job first runs a TrueCrypt-
compatible container file will be created on the backup directory. If you are using a portable device, such
as a USB hard drive, as your backup destination, each time a new drive is connected for a backup, a
new container file will be created on the drive if one is not already present:

Note: the size of the TrueCrypt-compatible container file will be reported by Windows as its maximum
size. To determine the physical size of the container file (i.e. the actual disk space it is using), right-
click it in a Windows Explorer window, select Properties and refer to the Size on disk value.
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TrueCryptVolume.tc Properties

TroeCrypt Volume tc
Type ol fle:  TC Fe (te)
Opensweh: & Windows Shell Commoe [

Location: D \Backups
Sae 5.00 GB (5,368,709,120 bytes)
| Szecndsk 115 MB (120.651.776 bytes) ]

Created Today, 7 &y 2010, 4 hours 290

Ti 7 10 4

printers list. To export BackupAssist settings

Run BackupAssist and go to File > Export settings from the file menu.

Click the Browse button to specify where to export your settings.

Exporting and importing BackupAssist settings
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You can export BackupAssist settings to a file that can be imported into to any BackupAssist v6 installation.
BackupAssist settings that can be exported and later imported include: job settings, the mail server settings used
to send email notifications and reports, backup user identity settings, the global email address list, and the global

Browse to the directory you want to export to and input the name of the settings file.

Click Save and the OK to export your settings.

To import BackupAssist settings:

Note: importing BackupAssist settings from a saved file will overwrite your current settings. Job history and
backup reports will also be removed as part of the import process.

Run BackupAssist and go to File > Import settings from the file menu. Browse to the location of your

exported settings file and then click OK to start the settings import wizard.

@ Settings importer

i

Import BackupAssist settings

settings onto this machine.

you proceed with the import.

‘Where are your saved BackupAssist settings?

If you hawe previously saved your BackupAssist settings, you can use this tool to import the

Please note that the current settings, job history and reports on this machine will be deleted if

|D: \BA_Settings_FILESVR.Zip

2 BackupAs

e Hel)

browse...

Import BackupAssist settings
Check settings version
Stop BackupAssistve services

Start import

Begin import

Click Begin import to import the new settings from the saved file. The progress window will display the

result of the import.
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Full, incremental, differential, and copy backups with the Zip Engine

1.

2.

3.

4.

Launch BackupAssist and either edit an existing Zip job by selecting Edit from the top menu and
choosing the relevant job, or create a new Zip job by going to File > New backup job.

Once you have created a new Zip job or chosen an existing job, select Scheduling from the left menu:

File Edit View Settings Jobsettings Quick actions  Help

& Home ‘E Monitor . Reports l Events [® Resto

% |v® Zipto Local Folder | ' File Replication Job ¥ Offsite to Rsync Server W Zi
Job settings Zip to Local Folder - Schedule settings

o Overview The scheme for this job is: @ Intermediate  Customize schedule...
‘:_; Destination #  sScheduling options

|@ Scheduling Perform daily Manday

(7 calendar backups on: Tuesday

LY Files and folders :icrl::icllay

Click the Customize schedule... link near the top of the 'Scheduling settings' window.

& |y Zip to Local Folder | i@ File Replication Job ¥ oOffsite to Rsync Server ¥ Zip

Zip to Local Folder - Schedule settings

A Overview The scheme for this job is: @ Intermediate | | Customize schedule... |5

< Destination A& Scheduling options

|@ Scheduling | Perform daily Maonday

To change the backup method for a single media item use the drop-down menu in the Method column.

‘Tmn 5 TESK 3.2p [ MIEELS =)
Tuesday Tuesday.zip [Incrememal VJ [Overwribe ']
Full
‘ Wednesday Wednesday. zip Differential
N Copy R
Thursday Thursday.zip | Owerwrite -
Friday Friday.zip [Incrememal v] [Overwribe ']
Il

Note: each file in Windows has an attribute known as the "archive bit". You can view this attribute by
right-clicking a file, choosing Properties and clicking Advanced. Here you will see a check box with
the label "file is ready for archiving”.

When a full backup runs, this attribute is cleared, indicating that the file has been backed up. When a
file is modified, the archive bit is again turned on. When an incremental backup runs, only files that
have the archive bit checked are backed up (i.e. files that have been modified since the last backup).

If you are running other backup software or have configured other BackupAssist jobs to examine the
archive bit to determine which files to back up, this may interfere with a Zip job that has been
configured to run incremental or differential backups.

e Full: all data selected is backed up and each file is marked as having been backed up (the
archive bit is cleared). To restore all your data you only need the most recent full backup.

19



QUICK-START GUIDE
BackupAssist v6 quickstart guide

o Differential: only data that has changed since the last full backup is copied to the backup
device. Files are not marked as having been backed up (the archive bit is not cleared). You will
require the last full backup as well as the last differential backup to restore all your data.

e Incremental: only data that has changed since the last backup (any type) is copied to the
backup device. Files are marked as having been backed up (the archive bit is cleared). You will
require the last full backup as well as the all incremental backups since the last full backup to
perform a complete restore.

e Copy: the same as a full backup except that files are not marked as having been backed up
(the archive bit is not cleared). Copy backups are useful if you have multiple jobs and need to
back up certain files between full and incremental backup runs.

Once you have customized your schedule click OK and then click Apply changes.

Select Calendar from the left menu to verify that your schedule is configured correctly. Different icons
will appear on the calendar next to each day to indicate the backup method scheduled. Click the Key
link to determine what each icon means.

File and folder restore from Image backups

In BackupAssist v6 you can use the BackupAssist Restore Console to restore from Windows Image backups.

1.

2.

5.

In BackupAssist, click Restore in the top navigation bar and choose BackupAssist Restore Console.
The Restore Console will launch and you will be prompted with the 'Load backups' screen:

Click Load all known backups to load all backup catalogues located in the BackupAssist settings
folder. Each catalogue associated with each BackupAssist backup run on the machine will be loaded.
Depending on the number of backups that have been run, this may take some time to complete.
Alternatively use the Browse option to locate the backup set from which you want to restore.

Once your backup catalogues have loaded you can choose to either Browse your Image backups and
select data to restore, or Search through your Image backups for specific files to restore.

BackupAssist Restore " = - 4 — BackupAssist Restore a - 2 . &

BackupAssist Restore Console BackupAssist Restore Console

2 Load backups 6 backups loaded (%) Clear — —
- 4 load backups 6 backups loaded (%) Clear

. Browse | C. File search —
Contents of Image to Local Folder - 25/0: Folder detai . Flle search
Select a backup to browse:
o E{1% Local Disk (C:) MName Search for Search results - 22 files found
[image to Local Fader 7] ] srecyde.Bn || defauit.i imysql File name Version. ..
%) DiffieHel
= IMysql.Backup.cdf-ms 1 25
2] Mysqlg Filter by job: O v=q "
February 2010 Tysqd [ mysql.eadkup.di 1 25
Mon Tue Wed Thu Fri St Sun 7] iy Image to Local Folder [l MysdlBacupdl 1 25
i - 7 [ File Replication (System State) IMysql.Backup.mani... 1 25
{7]¢] MsOCache %JMV“'E E v=a "

Once you have made your selections click Restore to located on the bottom right of the window and
follow the prompts to restore your data.

Embedding Mailbox / Public Folder backups in a backup job®

1.

Launch BackupAssist and either edit an existing backup job by selecting Edit from the top menu and
choosing the appropriate job, or create a new job by going to File > New backup job.

While editing a job select Exchange Servers from the left menu and expand the Exchange Server
selection section.

Click the Add Exchange Server button to backup Mailboxes and Public Folders.

o Requires BackupAssist Exchange Mailbox Add-on
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Note: you can add as many Exchange Servers as required, and each can be configured separately.

BackupAssist will now attempt to detect Exchange Servers running on your domain. Click Add to add
the selected Exchange Servers and make them available for Mailbox and Public Folder backup.

If your Exchange Server is located on a different domain, enter the computer name of an Exchange
Server or a domain controller in the Search for Exchange Servers on other domains field.

Check the Backup individual mailboxes and Backup public folders options.

T A DEY-SBSZ008
(% Calendar
¥ Backup individual mailboxes
| Files and Folders

All mailboxes are being backed up

S EaliEnE 31 Il mailboxes are being backed up

4 Motifications

£ Scripts

,_'} Open files

[ Replication options [ Select mailboxes to backup...

¥ EBackup public folders

By default BackupAssist will back up all mailboxes on the Exchange Server. To specify which mailboxes

to backup click the Select mailboxes to backup button.
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